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FortiGuard Al-powered
Security Services



Threat Landscape That is More Complex Than Ever

LONG-LIVED EXPLOITS

98% of firms saw exploits created
over five years ago

INDUSTRIAL RANSOMWARE

44% of ransomware and wipers
targeted OT

Source: Fortinet

NEW
VULNERABILITIES
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17% YoY growth in new
vulnerabilities

CLOUD RISKS

N

69% of companies use two or
more clouds

TARGETED ATTACKS
ON THE RISE

More time on specific
vectors vs spam

SUPPLY CHAIN ATTACKS

12% of data breaches originated with
a software supply chain attack

APT THREAT ACTORS

30% of APT groups were
detected as active in 1H 2023

INSIDER RISK
a
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+32% year-on-year increase in
insider risk incidents
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Challenges Facing Security Teams

Attackers have
More Resources

- Threat actors constantly
looking for ways into
your network

. Initial access sold to
ransomware gangs

Digital Transformation
Is expanding the
Attack Surface

- Ever-growing 10T

digital footprint

- Dynamic cloud assets
- Mergers & acquisitions

Security teams
are stretched

- Cybersecurity skills

shortage

- Firehose of information
- New attack vectors
« New TTPs

Damages to
Brand Perception
Impact Company Value

- Market valuation

- Revenue and customer
faith/loyalty

- Customer safety
- Business credibility

Urgent need to gain visibility of the entire attack surface and prioritize remediation
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Cybercriminal _ ENABLERS
Ecosystem )

Quality Assurance Hosting Botnet Rentals Money Mules Consulting
Crypters / Packers Infections / Drop Zones Installs / Spam / Accounts Receivable
Scanners Management SEO / DDoS

Bank
Accounts

COMPOUNDED CYBERCRIME

Criminal Sales, Licensing,
Organizations Maintenance

Partnerships

PRODUCERS

é
Exploits Packers  Special Mobile
Platforms

‘ N ' Copy & paste ;

Junior
Developers Source Code Developers
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Al-Powered
Threat

Intelligence for
an Evolving
Digital World

FortiGuard Labs

2002 1K+ 1K+

Founded Researchers, Threat Hunters, 0-days discovered &
Engineers, Analysts and Reported
Data Scientists

Global
Alliances

CYBER
THREAT

ALLIANCE

MITRE

Publishes Outbreak
Alerts, Threat Briefs,
Threat Predictions, and
Other Reports

Monitors the Threat Develops and Enhances
Conducts Zero-Day and P

Other Threat Research

Landscape / Formulates

FortiGuard Al-powered
Threat Intelligence

Security Services
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Understanding Your Posture

Digital Risk Prevention

Mitigating risks to your external
attack surface

Attack Surface Management

Monitor and remediate external and internal
attack surfaces

-+
Brand Protection

Detect Brand Impersonation, web site
typo-squatting, rogue applications

©
Adversary Centric
Intelligence

Curated FortiGuard Threat Intelligence

Pre-Attack

Reconnaissance Weaponization

Attack
Surface
Management

Delivery

Exploitation

Installation

>@ODDEH®

Command Action on
& Control Objectives
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Enabling Coordinated Network Detection and Response

Q&

FortiGuard Labs Services  Threatintelligence  Resources FZERTINET. FortiGuard Cybersecurity Framework

PAN-OS GlobalProtect Command PROTECT RESPOND
Injection Vulnerability
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IPS Detects and blocks exploitation attempts targeting the PAN-OS Global Protect vulnerability (CVE-2024-3400)
FortiGate 250, FortiSASE FortiNDR ¢+ FortiADG
' I l DB 27.768 {_!} DE 27.768 DB 27.768 >< DB 27768

FortiProxy
DE 27.768 AV Detects and blocks known malware related to the PAN-OS GlobalProtect Attack (CVE-2024-3400)

FortiGate FortiWeb FortiClient f=r  FortiSASE
DB 92 3 DB 92.03313 DB 92.03313 . ,;: DB 92.03313

1 FortiCASB FortiCWpP FortiADC
¢ DB92.03312 & 3 . DB9203313

@j o AV (Pre-filter) Detects and blocks known malware related to the PAN-OS GlobalProtect Attack (CVE-2024-3400)
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